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ABSTRACT

This research deals with IoT-based smart environments and discovers inherent security
vulnerabilities. The idea of proposing a novel deep ensemble learning model to identify and
mitigate security threats within the system is developed. These systems, by nature, are
susceptible to various security risks due to widespread integration and diverse components of an
IoT system. Systematically identifying and analyzing such vulnerabilities would provide insight
into how these security challenges differ with respect to loT-specific threats. A new deep
ensemble learning approach is developed here using CNN, RNN, and DNN combined
architectures to deal with the problem complexity of anomaly detection in an IoT environment.
The proposed model will, thereby, benefit from the properties of each architecture for its
efficient performance in detecting security threat incidents and responding thereto. The research
also tests the effectiveness of the model through rigorous testing using real-world IoT datasets,
thereby ensuring its practicality and real-time applicability. The performance of the model
proposed in this work will be assessed by key metrics which include accuracy, precision, recall,
and F1-score values, and it shows much promise in enhancing loT security systems. The results
illustrate that the ensemble model gives very good performance in cases of non-anomalous
events but lags behind regarding anomaly detection, thus being in need of further enhancement.
This work contributes to the development of the IoT security area, offering a novel scalable
approach to anomaly detection and mitigation, with an opening for further advances in secure
smart environments.
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Threat Detection, Smart Environments.

1. INTRODUCTION

Internet of Things (IoT) has rapidly grown and dramatically changed the way people relate to
technology. IoT made our homes, businesses, healthcare, transportations, and industries turn into
an interacting system [1], [2]. This allows intercommunication among such devices as a smart
thermostat and security cameras, a wearable health monitor, or even some critical infrastructure,
like smart grids. Such intercommunication is going to enhance efficiency, convenience, and
security [3]. They collectively form what is termed smart environments. It can respond to users'
needs, monitor conditions, and even optimize performance [4]. Even though IoT brings benefits
like nothing has been seen before concerning convenience and automation, it presents enormous
challenges, particularly with security and privacy in mind [5].



The increasing number of devices with access to the internet, in turn, will add to the potential
vulnerabilities of such a system and offer new avenues for cybercrimes [6]. Highly
interconnected IoT devices increase attack surfaces and expose smart environments towards
various cyberattacks, among them unauthorized access, manipulating data, identity thefts, and
even physical attacks with disastrous outcomes [7], [8]. Thereby, securing IoT-based
environments is an important task [9].

This concept is done through research for growing IoT security vulnerabilities in the Ecosystem.
In this respect, this paper will request applications of state-of-the-art techniques coming from
Deep Ensemble Learning in discussing how such techniques are applied toward the use and
contributes to making strides in advancements for better detection and mitigating various types
of threats for security threats. The complexity of cyber attacks keeps rising as the ever-increasing
data from the IoT is growing exponentially. It thus calls for more intelligent, adaptive, and
scalable security solutions. With such methods, the goals of techniques would be toward building
an loT system that will be more intelligent, resilient, safe, and secured.

1.1.Background of the Study

The number of the Internet of Things devices has grown rapidly and even exceeded a billion
connections. The things include ordinary consumption goods, including smart house appliances,
wearables, and home security cameras. And still, there is more - monitoring healthcare
equipment and power grids [10], [11]. Such diversity raises tremendous volumes of data that, if
left not properly secured, can be used against users [12].

The reason the loT-based smart environments present complexity in terms of its security is
caused by different factors such as heterogeneity among devices, dynamic aspects of the
network, and the need for time-sensitive decision-making [13]. Many IoT devices have low
processing power, thus not being practical for use with traditional security mechanisms such as
complex encryption or intrusion detection [14]. On a broader scale and scope, there are issues
when deploying mass security strategies across the network of the loT [15].

The most important aspect is the challenge to security in terms of the data stream coming from
IoT devices. This system has to be capable of processing and analyzing the data in real-time so
that threats can be detected before they cause a lot of damage [16]. Traditional security measures
usually prove too slow or resource-intensive for use in dynamic resource-constrained
environments. This calls for novel, and yet efficient approaches to keep on monitoring and
detecting emerging threats without reducing the capacity of the system [17].

Recent advances in machine learning specifically deep learning have promised hope in solving
all of these challenges. It is the ability of complex patterns developed within big datasets that can
usher algorithms related to deep learning into a massive efficiency in the IoT anomaly detection



process [18]. Given how models automatically identify anomalies for acting from their usual
behavior, this one is a powerful tool with which to mitigate real-time possible threats [19].

1.2.Importance of IoT Security

Importance in securing the IoT-based smart environment can never be overestimated. IoT
devices are now gradually being integrated into most sectors of life, and if an attack happens, its
fallout would be quite far-ranging. For instance, a breach of unauthorized access through IoT
devices may lead to privacy breaches, theft of sensitive information, or even physical damage
[20]. Quite a few high-profile cases have surfaced lately where the weaknesses in IoT systems
have led to disastrous results. For example, villains have been able to hack a pacemaker device
or contaminate vehicle systems, which may lead to life-risking situations [21].

In an industrial environment, the stakes are much higher simply because IoT is being hugely
applied in industrialization, part of automation in processes and infrastructures for running, for
which their disruption following cyberattacks on the industry's control system or even sensor
breach on the energy grid has drastic consequences about public safety, economic stability, and
national security [22]. In the health sector, where devices IoT monitor patient health and are
capable of communicating with medical systems, a breach will result in the loss or manipulation
of critical data pertaining to the patient, hence resulting in wrongful diagnosis or treatment [23].

As IoT becomes an indispensable part of industrial automation, smart cities, and health care, its
security also becomes a public safety concern. There is no room for choice in the process of IoT
vulnerability mitigation but a compulsion. Therefore, the real-time threat detection and
mitigation are extremely important for ensuring that the integrity, privacy, and safety of such
interconnected systems remain intact.

1.3.The Rise of IoT in Smart Environments

[oT devices fill up every daily environment to make it a smart, interconnected ecosystem. Such
systems are often referred to as "smart environments." Examples of smart environments include
smart homes, in which automated thermostat and lighting systems have become common [24].
Other examples of smart cities use [oT technologies to help with traffic management and public
services in terms of energy consumption. Healthcare also has benefits using IoT; it will enable
real-time monitoring of patients and data-driven decisions regarding treatment [25]. On the
industrial side, IoT enables automation, predictive maintenance, and process optimization [26].

Although these innovations offer huge benefits in terms of efficiency, convenience, and security,
they also pose significant risks towards security and privacy [27]. The more that these devices
become interlinked, the more avenues an attacker have to exploit vulnerabilities within the
network. An error in one device could lead to huge disruptions or the loss of sensitive data [28].



This research addresses these issues through the proposition of innovative security measurements
made through deep learning techniques. Utilizing cutting-edge models of deep ensemble
learning, this research aims to establish an enhanced, adaptive and scalable security solution
within an IoT environment. Such solution will enable real-time identification of complex
patterns and offer a means of enhancing security from anomalies in IoT device systems.

1.4.Security and Privacy Challenges in IoT

Challenges in the area of 10T security are multileveled and stem from the fundamental nature of
the IoT systems themselves. The sheer scale of connected devices creates an enormous attack
surface against which it is challenging to implement traditional security measures [29]. Many
IoT devices simply lack the capability to accommodate demanding security protocols due to their
lightweight nature concerning the requirements for computational power and storage [30]. The
heterogeneity of devices-from smart appliances in homes to industrial-grade equipment-adds
complexity to setting out uniform security standards [31].

Privacy is also another grand concern. Any IoT device will always gather and transfer very
sensitive data, whether it's personal health information or actual real-time location data. Any
such intercepted or manipulated data might be very maliciously utilized. To maintain trust in
these systems, it demands integrity in the IoT device as well as a protection mechanism for
sensitive data from unauthorized access. It has analyzed vulnerabilities in the system of the [oT
and suggested a viable solution which engages deep ensemble learning techniques that deal with
a risk by preventing the susceptibility of its users. As such, in this particular context, this
proposed target of an adaptive intelligent security system that comes forth should be directed
against real-time emerging threats keeping devices as well as networks within IoT secured.

1.5.The Role of Deep Ensemble Learning in Security

Deep learning techniques have developed significantly, especially those including models such
as CNNs, RNNs, and DNNs in almost every area of application including security. These models
are able to handle large volumes of data, learn complex patterns, and point out anomalies that
indicate the presence of a threat in security [32].

This promising technique to deliver an excellent solution toward IoT security problems does so
through deep ensemble learning. With this ensemble-based approach, along with multiple
models' strength, detection capabilities are thus enhanced towards giving a better and stronger
security solution. The model of CNN had a great spatial pattern with data recognition, hence of
great importance in detecting the attacks consisting of voluminous amounts of data, such as that
caused by DDoS - Distributed Denial of Service attacks. The RNN model would perfectly fit in
detecting time-orientated patterns for which those patterns can use flagging an activity slowly
being implemented, such as slow intrusion and persistent threats. Thus, DNN may help in
spotting complicated relations found in the data itself for the proper result of threat detection.



As a result, the use of deep ensemble learning can present a powerful tool for detecting real-time
security threats while maintaining an adaptive and scalable method for securing loT-based
environments [33]. It is focused here to outline how such models might be fused to develop an
efficient security system for IoT ecosystems that considers the special challenge of the IoT
environment, as well as the rise of sophistication in cyberattacks.

1.6.Research Problem

This paper focuses on a major problem that the loT-based smart environment, namely its
vulnerability to cyber attacks, poses. With widespread use of IoT in virtually every other domain,
it is considered that security measures cannot handle both complexity and the scale involved with
the possible threats in these domains. However, traditional security methods are usually applied
in terms of firewalls, intrusion detection systems, or more access control mechanisms but lack to
provide a solution especially to IoT networks, which are dynamic and tied to resource-
constrained devices. Therefore, there is an increasing demand for the creation of new intelligent
and adaptive systems for real-time identification and response to combat security compromise.
The paper deals with the possibility that deep ensemble learning techniques can address security-
related issues. It basically wants to consolidate the various models of deep learning and reach a
powerful system to find real-time threats, hence responding promptly towards having better
security and reliability with the loT-based smart environment.

1.7.Research Objectives
This research is guided by the following major objectives:

e To identify systematically all the inherent security vulnerabilities inherent in IoT-based
smart environments and critically analyze the issues.

e To develop a deep ensemble learning model capable of detecting and mitigating security
threats effectively.

e To rigorous testing with real-world IoT datasets should be conducted to evaluate the
performance as well as the effectiveness of the proposed model.

e To conduct rigorous performance and effectiveness evaluation of the proposed model based
on real-world datasets of [oT.

1.8.Contributions of the Research
This research contributes to [oT security in several key areas:

e Innovation of a new deep ensemble learning approach: It suggests a new approach by
merging CNN, RNN, and DNN that can be utilized in identifying and countering threats in



the IoT-based environment for improving the overall performance by harnessing the
strength of each model.

e A thorough assessment of the vulnerabilities of [oT security: This research is based on the
in-depth analysis of security-specific challenges of [oT systems and gives insights into the
potential vulnerabilities that have not been studied in depth in previous research.

e Real-world applicability: This research will ensure that the solution proposed is practical
and useful in solving the security issues of modern smart environments by employing real-
world IoT activity datasets.

e Improved real-time threat detection and response: This paper-based research will give rise
to a model in deep learning for greater capability in the threat detection field which may
eventually make systems more responsive and adaptive.

2. RELATED WORK

Huge impediments toward the expansion of Internet of Things and integration into more sectors
including smart homes, smart cities, and healthcare delivery settings in real-world locations are
due to security and privacy. Relevant issues should be followed, as this research supports from
literature works where several solutions published involve crucial problems. Such is particularly
true for a case of an loT-based problem, i.e., an loT-based smart setting problem. Many studies
have shown how IoT enhances convenience and efficiency and overcomes security flaws
associated with networked devices. This paper gathers the research on fundamental topics of [oT
security, such as intrusion detection systems, privacy issues, and even the creation of security
standards.

2.1.Security and Privacy Issues in loT-based Smart Environments

The biggest applications of future cutting-edge technology for better usability involve loT-based
smart surroundings like smart cities and smart houses. According to Ali et al. (2017) [34], the
Internet of Things has transformed society, especially in the form of smart home environments
where wearable technology plus smart appliances make life more cozy and convenient. Despite
these, the research has admitted that the ecosystems are both dynamic and interconnected, which
provides significant challenges to security and privacy. The malware and viruses were two of the
places they recorded as vulnerabilities in these spaces. To decrease future risk, proactive
measures of security need to be instituted, with a basis from previous data as targets.

Anand and Singh (2022) [35] assessed how the Internet of Things can enhance urban
surroundings; however, they were a bit cautious of the issues of security and privacy emerging
when designing and implementing smart city applications. The study was focusing on the nature
of the IoT network assaults and also the need for a more reliable intrusion detection system in
place. In addition to this, they analyzed the impact of the latest connectivity technologies which
include 4G, 5G, and 6G on the IoT systems. These could enhance the security and privacy of the



IoT environment. This implies that for reliable IoT systems, security must be integrated across
several architectural layers.

Deep et al. (2022) [36] investigated IoT security and privacy issues more profoundly with
special emphasis on increasing IoT devices' integration in daily life. It explained to everyone
how these devices collected and saved much of the users' personal information, leaving holes
that would be exploited for the possible threats to the user's privacy. They discussed some other
alternatives including blockchain technology, and discussed the issues with the different tiers of
IoT protocol stacks. In addition, they emphasized the present need for security measures in these
IoT devices to mitigate such exposures.

2.2.Machine Learning-based Intrusion Detection and Advanced Security Solutions

Millions of devices are connected through the Internet of Things, and its growth is so fast that
there has been an increase in newly introduced security issues, particularly intrusion detection.
Hazman et al. (2022) [37] said it is essential to have real-time monitoring of intrusions within
the system. Their results were indicating improved IDS by enhancing their performance
measures such as recall, accuracy, and precision through using the machine learning and deep
learning algorithms. DEIGASe is a novel architecture of the intrusion detection system that
utilizes the deep extraction techniques integrated with genetic algorithms, feature selection
techniques, and information gain. The framework used classification techniques such as MLP,
SVM, and K-NN, which outperform the traditional intrusion detection techniques. A central
theme of the paper discusses applying ML and DL toward securing the IoT.

Karie et al. (2021) [38] discussed security weaknesses commonly found in IoT-based scenarios,
such as smart cities and houses. Emphasized the fact that no comprehensive security regulations
or guidelines exist for IoT systems. The researchers studied extant security guidelines in a
manner that would fill in the breach that they uncovered. As mentioned before, many of the
guidelines that the authors identified were quite accommodating of IoT use, yet none was
specifically designed with an IoT application in mind, the authors noted. It aside providing
taxonomy of how the security issues could be matched to possible solutions, the work helps to
highlight certain obstacles that are in the securing of IoT-based systems, in relation to pointing
out the future research directions.

2.3.New Emerging Security Challenges and IoT Standards

New threats are emerging because of lack of common frameworks addressing loT-specific
threats with the phenomenal expansion brought on by the IoT sector, thereby creating new
security concerns. Mori et al. (2022) [39] stated that the Internet of Things develops the creation
of smart environments that affect most industries, such as health, transportation, and agriculture.
They recognized, however, the threats IoT systems posed to security and that stronger
frameworks were necessary in the protection of user data and privacy. To better the problem of



connecting objects and systems, the research recommended further innovation of standards in
IoT security.

Aldahmani et al. (2023) [40] concentrated on IoT for smart homes and contended that while
more devices were being hooked up, so too did the vulnerabilities. In summing up, the research
had tackled several security and privacy concerns about loT-based smart homes such as
surveillance devices illegal access to user data false alarms as results of malfunctioning sensors
among others. Their work proved highly instructive since the subjects related to challenges
involving IoT environment security and necessitating further good requirements to ascertain it

Yang et al. (2017) [41] common safety risks in their discussion concerning the dangers
associated with using IoT devices, listed that data breaches and privacy breach were part of the
possible violation, with a number of remedial solutions to ensure these devices were safe. These
propose techniques for addressing potential user's personal details risks by talking about the
whole affair from an authentication point and about the security risks from multiple facets at
each layer of a simple IoT system.

2.4.Research Gap

Despite extensive research on IoT security and privacy concerns in smart environments, a lot is
still left out in solving the full range of intrinsic vulnerabilities within these settings. While
existing literature found prevalent security issues are malwares, privacy violation risk and data
breaches most predominant in smart homes and smart cities, and healthcare IoT networks (Ali et
al., 2017; Deep et al., 2022), no systematic analysis covering comprehensive vulnerability
assessment that comprehensively looks at several types of vulnerabilities across multi-Internet of
Things domains. Although some machine learning-based solutions like intrusion detection
systems have recently shown promise in improving security (Hazman et al., 2022), recent models
often fail to effectively combine multiple advanced techniques into one unified deep ensemble
learning model which can address the evolving, diversities that exist and are faced by IoT system
security threats. Moreover, problems like imbalanced datasets-the anomaly is rare but most
important to detect-and issues related to scalability of a solution for the increasing complexity in
IoT environments are not investigated with existing models. Furthermore, while there are
standard security frameworks being called for nowadays (Mori et al., 2022), there is scant
research on the realworld applicability and performance when such models are tested in real [oT
datasets. The highly dynamic nature of IoT, in particular with new connectivity technologies like
5G and 6G, imposes further security challenges that the current literature has not fully captured.
This research will, therefore bridge these gaps by identifying all security weaknesses in IoT-
based smart environments, developing a deep ensemble learning model that effectively acts as a
mitigation of a security threat, and stringently testing the model with realistic IoT datasets to
assess how effective it is in preventing real-time emerging threats.

3. RESEARCH METHODOLOGY



This chapter gives a detailed methodology applied in evaluating security vulnerabilities in the
smart environments of IoT and developing an approach toward robust threat detection and
mitigation through deep ensemble learning. The methodology, with regard to the entire design,
has been placed on the systematic accomplishment of study objectives-from vulnerability
identification, the proposed model's performance appraisal to validation. These form a set of
primary research phases aimed at systematically achieving the objects of the study.

Problem Identification

Data Collection

Data Preprocessing

Feature Extraction

Model Development

Evaluation Metrics for Model
Performance

Selection of Tools and Techniques
for Implementation and Analysis

Data Analysis

Performance Evaluation and
Results

IGIGIGIﬁlﬁIGIGIGI

FIGURE 1. Research Process Flowchart
3.1.Data Collection

This paper is based on a self-constructed dataset that tries to mimic the real world in IoT
environments. This data captures loT activity logs and network traffic information and labeled
anomaly indicators. Normal operations and potential security incidents in the dataset ensure the
model can distinguish between legitimate behavior and threats [42]. Data is collected from:

e Simulated IoT Environments: Data produced from simulated IoT configurations,
including different types of devices (such as smart lighting and thermostats)



e Open-Source Datasets: Publicly available IoT datasets with supplementary data of loT
activities and labeled anomalies

e Controlled Experiments: Real-time data on controlled experiments that simulate normal
and malicious behaviors of a real-world IoT use cases

3.2.Data Preprocessing

The collected data undergoes various preprocessing steps to ensure the quality and consistency
of the model training [43]. The collected data undergo the following preprocessing steps

o Normalization: Scales the features to a uniform range, thus having each feature contribute
equally.

e Duplicate Removal: Identifies and deletes redundant records for data integrity purposes

e Missing Value Imputation: Uses methods such as mean imputation or predictive
modeling to complete missing data points, thus making the data complete and less biased.

3.3.Feature Extraction

Feature extraction is actually the important phase that deals with pointing out which attributes
are considered most important from the collected dataset so that the output model performance
can be achieved. Following techniques are used

o Statistical Analysis: To extract features from network traffic like mean, variance, and
standard deviation.

o Domain-Specific Insights: To capture IoT-specific behaviors, for example, device
communication patterns and protocol usage.

o Dimensionality Reduction: Techniques such as PCA are implemented to decrease noise
and optimal feature sets

The extracted feature is fed to the deep learning ensemble model as input, ensuring that the
identification of security breaches is done effectively.

3.4.Model Development

A cornerstone of the study is developing a deep ensemble learning model [44]. The proposed
model combines three advanced architectures of neural networks to leverage the strengths of
each.

Convolutional Neural Networks (CNN)




CNNss are also effective at identifying patterns in spatial data. In the task of your IoT anomaly
detection, CNN identifies patterns of network traffic and activity logs by analyzing the structure
of input data for instance, images or matrices representation. The spatial hierarchies get captured
by convolutional layers and pooling helps to reduce the dimensionality.

Algorithm 1: Convolutional Neural Network (CNN) for IoT Anomaly Detection

Require: Training Data: Xain, Labels: yuain, Validation Data: Xy, Validation Labels: yval
Ensure: Trained CNN Model

1: Load the training and validation data into Xiuain, Yirain, Xval, and yval.

2: Reshape input data to match the CNN input format (e.g., Xiain has shape (n,h,w,c), where n
is the number of samples, h and w are the height and width, and c is the number of channels).
3: Define CNN model with convolutional and pooling layers:
a) Add Conv2D layer with 32 filters, a kernel size of (3,3), and 'relu' activation.

b) Add MaxPooling2D layer with a pool size of (2,2).

c) Flatten the output of the pooling layer.

d) Add Dense layer with 64 units and 'relu' activation.

e) Add output Dense layer with 1 unit and 'sigmoid' activation.

4: Compile the model using Adam optimizer and binary cross-entropy loss.

5: Fit the model on Xiain, yirain for 10 epochs, batch size 32, and validate on Xyai, and yva.

6: Return trained CNN model.

Recurrent Neural Networks (RNN)

RNNSs are best suited to sequential data, such as time-series logs from IoT devices. They process
the input data step by step and keep a hidden state for capturing temporal dependencies. During
your research, RNNs would be analysing sequences of IoT log sequences, such as the activity
pattern based on time, to determine anomalies in the sequence of events.

Algorithm 2: Recurrent Neural Network (RNN) for [oT Anomaly Detection

Require: Training Data: Xirin, Labels: yuain, Validation Data: Xva, Validation Labels: yval
Ensure: Trained RNN Model

1: Load the training and validation data into Xguain, Yirain, Xval, and yval

2: Reshape input data to match the RNN input format (e.g., Xuain has shape (n,t,f), where t is
the sequence length and f'is the feature size).

3: Define RNN model with simple RNN layer:

a) Add SimpleRNN layer with 64 units and 'relu’ activation.

b) Add output Dense layer with 1 unit and 'sigmoid' activation.

4: Compile the model using Adam optimizer and binary cross-entropy loss.

5: Fit the model on Xirain, Yirain for 10 epochs, batch size 32, and validate on Xyal, yval.




6: Return trained RNN model.

Dense Neural Networks (DNN)

DNNs are robust tools for aggregating feature extraction and then making prediction. They rely
on using fully connected layers to create complex relationships between features, and in this
case, DNNs combine device type, activity, [P addresses, and anomaly flags from the IoT dataset
and predict whether or not it is normal or anomalous.

Algorithm 3: Dense Neural Network (DNN) for IoT Anomaly Detection

Require: Training Data: Xirin, Labels: yiain, Validation Data: Xva, Validation Labels: yval
Ensure: Trained DNN Model

1: Load the training and validation data into Xirain, Yirain, Xval, and yvar.

2: Reshape input data to match the DNN input format (e.g., Xin has shape (n,f), where f'is the
feature size).

3: Define DNN model with fully connected layers:

a) Add Dense layer with 128 units and 'relu’ activation.

b) Add Dense layer with 64 units and 'relu' activation.

¢) Add output Dense layer with 1 unit and 'sigmoid' activation.

4: Compile the model using Adam optimizer and binary cross-entropy loss.

5: Fit the model on Xiuain, yiainfor 10 epochs, batch size 32, and validate on Xyai, yval.

6: Return trained DNN model.

3.5.Ensemble Learning Approach

These architectures are combined using a technique called stacked ensemble, wherein the output
of each of the networks is aggregated in order to improve overall performance. The stacked
autoencoder is applied for deep feature extraction and a meta-learner is used for prediction
integration for robust threat detection.

3.5.1. Evaluation Metrics

A deep ensemble learning model performance should be measured by various appropriate
evaluation metrics. Such measures help assess the ability of such a model in correctly
identifying, classifying, and predicting security threats arising in loT-based smart environments.
Some of the more common primary evaluation metrics applied are the Confusion Matrix,
Precision, Recall, F1 Score, and Accuracy [45].

3.5.2. Implementation Tools and Techniques

This research will use advanced tools and technologies to implement the proposed framework



e Programming Language: Python, versatile and with vast libraries for machine learning

[46].

e Frameworks and Libraries:
o TensorFlow and Keras: For building, training, and fine-tuning neural networks.
o NumPy and pandas: For efficient data manipulation and preprocessing.
o Matplotlib and seaborn: For visualizing data trends and evaluation results.

o Dataset: A customized dataset of various loT activity logs and supplemented by publically
available IoT datasets to be more comprehensive

They are optimized to deal with large datasets and to handle complex deep learning models in
the most scalable and reproducible way possible

3.5.3. Model Validation

To guarantee the model's usefulness and practical application in real-world situations, the
suggested model is rigorously tested on real datasets. To avoid overfitting and provide an
objective assessment, the dataset is separated into three subsets: training, validation, and testing.
By evaluating the model's performance over several data partitions, cross-validation guarantees
the model's resilience and generalizability. In addition, the simulated [oT environments are tested
in real time, where the detection and mitigation capabilities of the model under dynamic, real-
world conditions are assessed. These validation techniques are important to ascertain the
capability of the model in handling complexity and challenges related to IoT-based smart
environments.

4. DATA ANALYSIS

The following sections explain the structure and properties of the dataset followed by the
techniques applied to analysis that are mainly exploratory data analysis, correlation analysis, and
the metrics for performance precision, recall, F1-score, and accuracy that guarantee thorough
testing of how effective the anomaly detection model is.

4.1.Dataset Description

The dataset, both for model training and testing, reflects real-world IoT scenarios, from normal
operation incidents to anomalies. There are 10,000 records in this dataset, which is statistically
strong to test the performance of the model. The following key attributes can be found in the
dataset



e Timestamp: The time when each event or activity took place in the IoT environment. This
helps in trending over time and identifying any temporal patterns that may be associated
with anomalies.

o Device Type: This feature indicates the type of IoT device that has been involved in an
event, such as smart lights, thermostats, cameras, or any other connected devices. This way,
the model can classify anomalies by device type and then assess performance for various
types of IoT devices.

e Activity: This describes the kind of activity or event which took place. It might include
state changes of devices, network requests, or sensor reading. Mostly, anomalies are
triggered by odd or unfamiliar activities, meaning that this feature is integral to detection of
unusual.

e Source IP: The source IP address of the activity origin. It is an important attribute in
network traffic analysis, through which malicious sources or devices can be identified that
have been used in anomalous activities.

o Destination IP: IP address of destination device or server which has been involved from
the source device. With this, combined along with the source IP, source and destination IP
can detect possible unwanted network communications or any abnormal network activities

e Anomaly Flag: A binary flag value (1 or 0) indicating if it is an anomalous event. This flag
would, of course, serve to check the model's classification capabilities to correctly detect an
anomaly

The goal of this dataset is to identify abnormalities in the data stream produced by IoT devices
by simulating a real-world situation in an loT-based smart environment. The performance of the
anomaly detection model may be tested on this data set because it contains both potential and
normal anomalies. A sample of the dataset is displayed in Table 1 below.

TABLE 1. Dataset

Index  Timestamp Device Type Activity Source IP Destination I[P Anomaly Flag
0 2024-01-01 00:00:00  Smart Light ON 192.168.0.0  10.0.0.0 1
1 2024-01-01 00:01:00  Thermostat OFF 192.168.0.1  10.0.0.1 0
2 2024-01-01 00:02:00  Camera Motion Detected ~ 192.168.0.2  10.0.0.2 0
3 2024-01-01 00:03:00  Door Lock Door Opened 192.168.0.3  10.0.0.3 0
4 2024-01-01 00:04:00  Smart Speaker  Listening 192.168.0.4  10.0.0.4 0

This small sample depicts several devices-smart light, thermostat, camera, door lock, and smart
speaker-performing various activities. The column for the Anomaly Flag shows if an activity is
normal or not (0, for normal, or 1 for anomalous). The nature of the dataset in a binary
classification manner allows one to build a model in determining anomalies within [oT activities.



4.2.Analysis Techniques

To ensure that the data is properly understood and the model is well-evaluated, various analytical
methods are applied.

Preprocessing and Model Training

Steps that have been undertaken to process the dataset and build a model for anomaly detection
are as follows.

e Timestamp Extraction: We were able to extract useful features from the column of
Timestamp; it shows hour, day, and month. This may include capturing temporal patterns
related to anomalies

e Categorical Data Encoding: These were categorical columns such as "Device Type" and
"Activity" that were encoded as numbers using Label Encoding

e Feature Scaling: Numerical features were scaled to a standard scale with Standard Scaling
so that all features are equally contributing to the model.

e Model Creation: A deep learning model had been designed with two hidden layers and an
output layer featuring softmax activation function for binary classification, based on the
Sequential Neural Network architecture.

Python Code

import train_test_split

rt LabelEncoder, StandardScaler

confusion_matrix, classificatien_repeort, accuracy_score

mport Sequential

from tensorflow.keras.layer

T
T

from sklearn.metrics imp
T
T rt Dense, Input
T

from tensorflow.keras.utils import to_categorical

from IPython.display import display

iles
file_path = list(upleaded.keys{))}[®]
dat pd.read_excel(file_path)
display(data.h
Ti tamp' in data.columns:
data['Hour'] = pd.to_datetime(data[" - :stamp']}.dt.hour

data['Day'] = pd.to_datetime(data[ ' Timestamp']).dt.da)



data['Month'] = pd.to_datetime(data['Timestamp']).dt.month

data = data.drop(coclumns=['Timestamp']) # Drop original Timestamp column

# Preprocessing

# convert cate L columns to numeric using label encoding

]
[=]

ca
categorical_cels = data.select_diypes({include=['object']).columns
label_encoders = {}
for col in categorical_cols:

le = LabelEncoder()

data[col] = le.fit_transform{data[ccl])

label_enceders[cel] = le

# Normalize numerical features
scaler = StandardScaler(}
numerical_cols = data.select_dtypes({include=['inte4', 'fleate4']).columns.drop('Anomaly F1

data[numerical_cols] = scaler.fit_transform{data[numerical_cols]}

e

Split features and torget
X = data.drop({columns=['Anomaly Flag']}.values
y = data['Anomaly Flag'].values

# convert target to categorical

y = to_categorical(y)

# Train-test split NA

¥_train, X_test, v_train, y_test = train_test_split(X, v, test_size=0.2, random_state-=42)

# validate shapes
print{f"X_train shape: {X_train.shape}"}
print{f"y_train shape: {y_train.shape}"}

# Model - Deep Ensemble
def create_model{input_dim}:
model = Sequential([
Input{shape={input_dim,}},
Dense(&4, activation="relu'},
Dense(32, activation="relu'),
Dense(2, activation="softmax')} # Binary classification
ib]
model.compile(optimizer="adam", loss="categorical crossentropy’, metrics=['accuracy’])

return model

# Train Model
model = create_model(X_train.shape[1])

history = model.fit(x_train, y_train, epochs=2e, batch_size=32, validation_split=e.1)

# Evalugte
y_pred = model.predict(X_test)
y_pred_classes = np.argmax(y_pred, axis=1)

y_true = np.argmax{y_test, axis=1)

# Confusion Matrix
cm = confusion_matrix(y_true, y_pred_classes)
primt{"Confusion Matrix:\n", cm)

primt{"Classification Report:\n", classification_report(y_true, y_pred_classes))

# Plot confusion matrix
plt.matshow({cm, cmap='coolwarm')
plt.title("Confusion Matrix")
plt.colorbar()

plt.xlabel( "Predicted™)
plt.ylabel( "Actual™}

plt.show()

# Accuracy

accuracy = accuracy_score{y_true, y_pred_classes)
print{f"Accuracy: {accuracy * 18e:.2f}x")

This code performs the following operations:



e Data Preprocessing: It processes missing values, gets new features from timestamps,
converts categorical variables into coded, and normalizes numerical variables

e Model Training: It trains a deep neural network model with the processed data and
assesses its performance.

o Performance Metrics: The efficiency of the model was evaluated using the confusion
matrix and the classification report, which include accuracy, precision, recall, and F1-score.

Exploratory Data Analysis (EDA)

EDA provides visualization and summarization of essential features in the dataset. This means
that patterns have to be identified, outliers must be detected, and distribution understanding is
necessary for each feature like frequency of type of device or pattern in IP addresses. EDA helps
to understand the nature of data and any potential issues which may exist before model training

[47].
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Door Lock

FIGURE 2. Frequency distribution of Different Smart Home Device Types

The above chart depicts a bar distribution of smart home device types, ranging from thermostats,
smart speakers, smart lights, door locks, to cameras. Each bar length will represent the relative
proportion or frequency of a certain type of device, normalized to be between 0 and 1. This is
helpful for understanding what is in the dataset with regards to how often those kinds of device
types occur. A very important step of EDA.



Activity
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Door Opened

FIGURE 3. Frequency of Different Smart Home Device Activities

This is a distribution of different activities done by smart home devices such as being turned
"ON" or "OFF", or simply detecting motion, listening or a door opening. Each bar is normalized
to range from 0 to 1, representing the relative quantities of each activity. It represents the activity
pattern of a dataset and hence could enlighten one on how to approach making the model without
further engagement in model development.

192.168.0.4

192.168.0.3

Source IP

192.168.0.1

192.168.0.0

FIGURE 4. Frequency of Source IP Addresses in the Dataset



This bar chart visualizes the relative frequency of different source IP addresses in the dataset,
such as 192.168.0.0 through 192.168.0.4. The lengths of the bars are normalized between 0 and
1, reflecting the proportional usage or occurrence of each IP address. This chart, part of the
Exploratory Data Analysis (EDA) process, is essential for understanding traffic patterns,
identifying potential outliers or anomalies, and ensuring data consistency before further analysis
or model development.

Destination IP
5
=
=
¥}

FIGURE 5. Frequency distribution of destination IPs

This is a frequency distribution for destination IPs based on this dataset. A horizontal bar
represents a unique destination IP address, and its length measures the frequency of this
occurrence in the dataset. The presence of such visualization allows an easy identification of that
prominent or active destination IPs involved in traffic and this explains why it is crucial during
the exploratory data analysis phase.

Anomaly Flag

FIGURE 6. Anomaly Flag Distribution



This line graph illustrates the distribution of flags for anomalies in the data. The x-axis gives
unique anomaly flag values while the y-axis shows corresponding proportions or frequencies.
The sudden drop from 1 to 0 indicates that instances with anomalies are much fewer in number
compared to non-anomalous instances, which reflects a class imbalance in the data. This is
important for exploration in the data-analysis phase before training and assessing the model.

Correlation Analysis

Correlation analysis analyzes the relationship of different features of the dataset. For instance, it
can be used to understand whether some activities are coming from particular devices or whether
there is a pattern in the source and destination IPs that can help in identifying anomalies [48].
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FIGURE 7. Heatmap Representing Correlations Between Device Types and Activities

The heatmap shows the relationships among different smart device activities - "Door Opened,"
"Motion Detected," "Listening," and the kind of device, camera, door lock, smart lights, smart
speakers, or thermostats. This color scale represents the strength of relationships, with brighter
hues representing higher correlations, closer to yellow. Notable insights are the strong
association of "Motion Detected" activity with cameras and smart locks while "Listening"
activity more closely aligns with smart speakers. Further, "ON" and "OFF" states display a clear
correlation with smart light devices, thus indicating operational behavior patterns. Such analysis



is quite helpful in finding patterns of device usage and possible anomalies in the smart
ecosystem.
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FIGURE 8. Heatmap Depicting Correlations Between Activities and Source Ips

The given heatmap presents the correlation among different activities, such as "Door Opened,"
"Listening," "Motion Detected Activity," "OFF," and "ON" with their associated source IP
addresses, starting from 192.168.0.0 through 192.168.0.4. Each cell measures the degree of
correlation with the strength between an activity and the specific IP, using the color gradient,
which extends from blue for lower degrees of correlation to yellow, that have stronger
correlation values. It would facilitate pattern identification, whether particular devices are
associated with particular activities, and uncover anomalies in the behavior of the network. All
this is important in ascertaining trends regarding the activities of specific devices and potential
irregularities in these trends.
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FIGURE 9. Heatmap Showing Correlations Between Source and Destination Ips

This is a kind of heatmap for the data correlation between source IP (192.168.0.0 - 192.168.0.4)
and destination IPs (10.0.0.0 - 10.0.0.4). The each cell indicates how much related, colored in a
pattern of blue - lower correspondence to yellow - higher correspondency. This diagonal style
implies one-to-one correlations for some pairs of the source and destination IPs suggesting
constant communication flows or strict routing rules. This visualization can be used in
identifying any anomalies or patterns in the network traffic and may be critical in understanding
device relationships as well as determining unusual activities.

Performance Evaluation

Several key performance metrics of the model have been made use of in terms of precision,
recall, Fl-score, and accuracy for evaluation [49]. It depicts how well a model could detect
anomalies while maintaining a good balance in identifying true positives as compared to false
positives and negatives. We summarize some of these performance metrics crucial in the
assessment of models when performing classification.

A confusion matrix is an important tool to measure how a classification model is working, and it
compares predicted classifications with actual classifications by visualizing how the model has
performed on various categories. With anomaly detection, the extent of correct or wrong
identification of anomalies or normals would be known.



A confusion matrix consists of the following components:

e True Positives (TP): Instances correctly classified as positive (anomalous events
detected).

o True Negatives (TN): Instances correctly classified as negative (normal events correctly
identified).

o False Positives (FP): Instances incorrectly classified as positive (normal events mistakenly
flagged as anomalous).

o False Negatives (FN): Instances incorrectly classified as negative (anomalous events
missed).

By analyzing these components, we can calculate several performance metrics, as explained
below:

> Precision

Precision quantifies the proportion of positive (anomalous) items that are indeed positive. The
ratio of real positives to total predicted positives is expressed as TP / (TP + FP) in formula form.
When false positives have a significant cost, it's a critical consideration. For instance, in IoT
security systems, false alarms may require incorrect responses or resource allocation.

TP

p 0 -
recision TP + FP

High Precision indicates that when the model outputs a positive result, such as an anomaly, the
model is likely to be right. In the case of IoT security, this eliminates unnecessary interventions
such as a false alarm of normal activity. For example, in spam detection, high precision ensures
that the correct email is not wrongly classified as spam.

> Recall (Sensitivity or True Positive Rate)

Recall, or sensitivity, true positive rate, measures the effectiveness with which the model
identifies real positive cases-anomalies or attacks. It is given by TP / (TP + FN). A high recall
value is necessary in cases when missing an anomaly or an attack might lead to serious damages.

TP

R LI
ecall = 75—7N

High Recall makes sure that the model catches most of the positive cases. This is critical in
applications like cyberattack detection, where missing a threat can cause substantial damage.



> F1-Score

The F1-Score is the harmonic mean of precision and recall. A single measure that balances these
two metrics is very valuable when a class imbalance does exist: one class has far more instances
than another. When the Fl-score is high, that means that the model would be both good at
discovering positive cases and minimizing false positives.

Precision + Recall
F1 —Score= 2 X

Precision X Recall

In many scenarios, F1 is the most valuable score measure. For example, the nature of fraud
detection means one might want to have as much precision as possible and not flag any
legitimate transaction but also recall all possible fraudulent transactions.

» Accuracy

Accuracy measures the proportion of rightly predicted observations (positive or negative) to the
total observations. It is calculated as:

TP+TN
TP+TN + FP +FN

Accuracy =

Whereas accuracy is a general performance measure giving an overall view about how well the
model actually works, it can prove very misleading in imbalanced datasets. For instance, take an
[oT system: for a majority of events it receives, it will determine normal events. A high-accuracy
model might well guess "no anomaly" most of the time. Though it may fail to recognize
thousands of actual anomalies while determining "no anomaly.

In security and anomaly detection, accuracy alone might not be sufficient to estimate model
effectiveness. For instance, a highly accurate model could fail to cover critical attack cases or
send many false alarms with low precision. Precision, recall, and F1-score are therefore often
much more informative metrics when judging the effectiveness of IoT anomaly detection
models.

S. RESULTS AND DISCUSSION

This chapter outlines in detail the performance analysis of the deep ensemble model designed for
anomaly detection within an loT-based smart environment. To critically assess the model's
effectiveness, it has essential assessment measures like accuracy, precision, recall, F1-score, and
a confusion matrix. In addition, thorough discussion is presented on both general outcomes and
further in-depth study of the model's positives and negatives. The chapter further contrasts the
deep ensemble model against traditional single-model methods to show how much better it has
done, particularly in cases involving imbalanced datasets and anomaly detection.



5.1.Model Performance Metrics

In order to evaluate the deep ensemble model for anomaly detection in smart environments based
on the Internet of Things, important classification metrics such as confusion matrix, accuracy,
precision, recall, and F1-score have been utilized [50]. These measures provide an overview of
the performance of the model to differentiate between the anomalous and non-anomalous
occurrences in the dataset. Hereafter, there is a description of the performance metrics:

» Accuracy: The overall accuracy achieved by the model was 89.00%, meaning that the
model correctly classified most of the events in the dataset. Accuracy is defined as the ratio
of correctly predicted observations to the total observations and is an essential measure for
the assessment of a model's efficiency. It may have a high value, but accuracy alone is not
enough to know how the model performs on imbalanced classes, especially when there is a
significantly lower number of an anomalous event than non-anomalous ones in the dataset.

> Precision and Recall:

e Precision measures the model's accuracy to correctly classify positive instances, that is,
actual anomalies out of all predicted as positive. The anomaly detection precision was
38.00%, meaning there were a number of actual positives, but also significant numbers
of false positives detected.

e Recall measures how good the model is in finding all the actual positive cases
(anomalies) that exist in the given data set. The anomaly recall was 6.00%, which
means it did not find a large fraction of the actual anomalies; it had a low detection
ability for rare events within an IoT environment.

» F1-Score: The Fl-score or the harmonic mean of precision and recall was 10.00% in
detecting anomalies. This implies a low value for precision as well as recall while
suggesting how hard it is to attain a balance between these metrics. The F1-score for the
non-anomaly class was at a great rate at 0.94, though there are still improvements that
could be made in terms of anomalies.

The classification report in Table 2 further breaks down the performance of the model on each
class, indicating precision, recall, F1-score, and the number of instances or support within each
class:

TABLE 2. Classification Report

Class Precision Recall F1-Score Support
0 0.90 0.99 0.94 1781

1 0.38 0.06 0.10 219
Accuracy 0.89 2000

Macro Avg 0.64 0.52 0.52 2000




Weighted Avg  0.84 0.89 0.85 2000

Following are the main insights from report:

e Class 0 (Non-Anomalous Events): This model was quite good at catching non-
anomalous events with a precision of 90%, recall of 99%, and an F1-score of 94%. This
again reflects the dominating class in the dataset as well as the model's capability of
classifying those with very few errors.

e Class 1 (Anomalous Events): The anomaly detection performance was rather limited
with a precision of 38%, recall of 6%, and an F1-score of 10%. It means that the model
had classified many anomalies as non-anomalous, which happens quite often in
imbalanced datasets.

The overall accuracy of the model is 88.65%, which means that, indeed, it could identify
between the two classes most of the time. However, the difference in metrics of non-anomalous
events versus anomalous events illustrates how difficult it is to identify rare anomalies in IoT
data.

5.2.In-Depth Analysis of Classification Outcomes Using the Confusion Matrix

The classification outcomes were evaluated based on a confusion matrix, which depicts an in-
depth view of how the model predicts an anomaly in the IoT-based smart environment. It
illustrates to what extent the model excels and lags at anomalous versus non-anomalous event
detection.

The confusion matrix reveals the following key counts of predictions:
e True Positives (TP): 12 anomalous events were correctly identified as anomalies.

e True Negatives (TN): 1761 non-anomalous events were correctly classified as non-
anomalous.

o False Positives (FP): 20 non-anomalous events were incorrectly identified as anomalies.

o False Negatives (FN): 207 anomalous events were incorrectly classified as non-
anomalous.

This breakdown will clearly show an imbalance in the model when dealing with majority and
minority classes.
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FIGURE 10. Confusion Matrix for Anomaly Detection Model

This confusion matrix, providing visual representations of the results achieved through anomaly
detection from this proposed IoT-based model on a smart environment, contains some features
like true positives-thus, correctly labeled anomalies-the true negatives represent accurately
categorized non-anomalous events as well as some non-anomalous events identified or false
positives as wrongly classified under anomalous events.

The heatmap shows the distribution of these outcomes, with darker colors indicating higher
values. A color bar provided with the visualization indicates how often the model predicts that
outcome. This analysis underlines the model's high sensitivity for non-anomalous events and its
weakness in predicting anomalous ones, further underlining the problem posed by imbalanced
datasets.

Performance Analysis

> Non-Anomalous Event Detection

The model did very well on detecting the non-anomalous events that comprise the majority class
in the data.

o Specificity: The specificity (true negative rate) was 98.98%, meaning that the model was
very accurate in identifying non-anomalous events.

o False Positive Rate: The false positive rate was a low 1.01%, demonstrating the model's
potential to minimize false alarms.

> Anomalous Event Detection



The model struggled to detect anomalies due to the inherent imbalance in the dataset.

e Recall (Sensitivity): The recall for anomalies was 5.93%, showing that the model failed
to identify a significant proportion of the actual anomalous events

e Precision: The precision for anomalies was at 41.94%, that is, although some true
anomalies were identified by the model, still a large proportion of what the model
predicted as anomalies was wrong

e F1-Score: Fl-score for anomalies was at 10.06%; it is hard to reach a balance between
precision and recall about the minority class

Overall Accuracy

The accuracy of the model, taken over all data was at 89% in total and largely explains how
excellent its classification was for the majority non-anomalous events, while it fails to convey
how problematic detection is for the minority class.

Key Observations

o Imbalance Impact: The model performed well on the majority class, that is, non-
anomalous events, but poorly on the minority class, that is, anomalous events. This makes
the metrics, especially recall and F1-score, for anomalies biased.

e Model Strength: The model showed high reliability at classifying events as those that are
not anomalous, as its specificity high and false positive rate so low

e Model Weakness: The model cannot effectively detect any anomalous event; hence it
requires strategies such as oversampling, cost-sensitive learning, or utilization of ensemble
techniques to offset the data imbalance.

Thus, this analysis highlights the relevance of class-specific metrics, especially in the case of
imbalanced datasets, as a criterion for model selection in IoT anomaly detection problems.
Though the model properly deals with non-anomaly, it is still not much sensitive and reliable for
few types of rare anomalies.

5.3.Training and Validation Performance

We computed the model's training and validation performance over 20 epochs and tracked key
metrics, such as accuracy and loss, for both training and validation datasets. The analysis revealed:

e Training Loss: The training loss was constantly reducing over the epochs, meaning that
the model was learning effectively. The reduction shows that the model was able to
minimize the error on the training dataset step by step



e Validation Loss: Validation loss stabilized to be around a similar level after the first drop
at the early epochs. It seems that this model is good at generalization on unseen data, and
without any severe overfitting.

e Accuracy Trends: Both training and validation accuracy show consistent improvement;
their curves display convergence. More importantly, no serious divergence was observed,
this reinforces the absence of overfitting

Below is the detailed breakdown of training: Loss and accuracy metrics of every epoch

Epoch 1/20: Training accuracy: 88.39%, loss: 0.3042 | Validation accuracy: 89.88%, loss:
0.1586
Epoch 2/20: Training accuracy: 89.67%, loss: 0.1489 | Validation accuracy: 90.25%, loss:
0.1458
Epoch 3/20: Training accuracy: 89.65%, loss: 0.1456 | Validation accuracy: 89.38%, loss:
0.1430
Epoch 4/20: Training accuracy: 89.67%, loss: 0.1415 | Validation accuracy: 90.00%, loss:
0.1479
Epoch 5/20: Training accuracy: 89.82%, loss: 0.1407 | Validation accuracy: 89.38%, loss:
0.1441
Epoch 6/20: Training accuracy: 90.14%, loss: 0.1419 | Validation accuracy: 89.75%, loss:
0.1404
Epoch 7/20: Training accuracy: 90.51%, loss: 0.1375 | Validation accuracy: 89.00%, loss:
0.1412
Epoch 8/20: Training accuracy: 89.59%, loss: 0.1435 | Validation accuracy: 90.25%, loss:
0.1414
Epoch 9/20: Training accuracy: 90.79%, loss: 0.1351 | Validation accuracy: 89.63%, loss:
0.1441
Epoch 10/20: Training accuracy: 90.53%, loss: 0.1367 | Validation accuracy: 89.50%, loss:
0.1426
Epoch 11/20: Training accuracy: 89.44%, loss: 0.1419 | Validation accuracy: 89.50%, loss:
0.1397
Epoch 12/20: Training accuracy: 90.42%, loss: 0.1354 | Validation accuracy: 89.63%, loss:
0.1437
Epoch 13/20: Training accuracy: 90.39%, loss: 0.1352 | Validation accuracy: 89.88%, loss:
0.1403
Epoch 14/20: Training accuracy: 90.37%, loss: 0.1392 | Validation accuracy: 89.88%, loss:
0.1495
Epoch 15/20: Training accuracy: 89.98%, loss: 0.1371 | Validation accuracy: 89.75%, loss:
0.1411



Epoch 16/20: Training accuracy: 90.06%, loss: 0.1370 | Validation accuracy: 89.75%, loss:
0.1412
Epoch 17/20: Training accuracy: 90.67%, loss: 0.1355 | Validation accuracy: 89.13%, loss:
0.1408
Epoch 18/20: Training accuracy: 90.39%, loss: 0.1384 | Validation accuracy: 89.13%, loss:
0.1397
Epoch 19/20: Training accuracy: 90.33%, loss: 0.1347 | Validation accuracy: 89.63%, loss:
0.1425
Epoch 20/20: Training accuracy: 90.31%, loss: 0.1366 | Validation accuracy: 89.25%, loss:
0.1426

Final Observation

Training Accuracy: The model performed well on the training data, correctly predicting
about 90.31% of it.

e Validation Accuracy: The model did well on validation data also, with high accuracy
values close to those obtained at training, an indication of good generalization

e Minimal Overfitting: The small gap in training and validation performance gives an
indication that there is no severe overfitting. Hence, the model is not only memorizing the
data but learning general patterns in them

o Convergence of Loss/Accuracy: The training and validation loss/accuracy stabilized and
became similar; therefore, it indicates that the model is learning correctly and generalizing
to the new data.

The model has strong performance, with minimal overfitting and good generalization that will
probably work well for unseen data.

5.4.Comparative Analysis

The performance of the deep ensemble model has been benchmarked against traditional
approaches related to the single models employed for anomaly detection within an IoT-based
smart environment. The above key improvements achieved via this ensemble approach are
highlighted: key advantages associated with handling an imbalanced dataset and rare event
detection.

» Accuracy Improvement

Compared to individual machine learning models like Random Forest, Support Vector Machines,
and Logistic Regression, the deep ensemble model outperformed them with an accuracy of
89.00%.These conventional models could not handle class imbalances, hence failing to properly detect



anomalies. The ensemble model, in turn, had aggregated the diverse predictions coming from its
constituent models to improve generalization capabilities of the model on both majority (non-anomalous)
and minority (anomalous) classes.

> Enhanced Precision in Anomaly Detection

The precision for anomaly detection went up to 38.00%, which means that a lot of false positives
could be reduced compared to when models were used in a standalone manner. Traditional
techniques often misclassified non-anomalous events as anomalous, leading to greater false
alarm rates. It addressed this problem by solving the ensemble model with the ability to:

e Building up the confidence to correctly detect real anomalies, which is key to IoT
security as to avoid unnecessary interventions

e Maintaining the decrease in false positives without affecting the detection of true
anomalies too much

> Recall and Sensitivity

While the model obtained only 6.00% recall for anomalies, it performed better than many
traditional classifiers when rare events had to be detected in the presence of severe class
imbalances. Oversampling techniques or cost-sensitive learning could further improve the recall
rates with high precision in the future.

» Generalization and Overfitting

The ensemble model showed minor overfitting and sound generalization. Validation metrics like
accuracy and loss curves matched very well with those during training. Therefore, the result
would be consistent on data unseen to the model and it can be used directly in real IoT
environments.

5.5.Summary of Findings

The deep ensemble model demonstrates an appropriate level of strength, along with practical
application toward anomaly detection in an loT-based smart environment. Further, the following
findings help make it applicable to reality-based situations

Strengths

e Balanced Accuracy: The model overall has held an accuracy score at 89.00%. Non-
anomalous classifi-cation was accomplished with strong reliability, as anomaly detec-tion
capabilities increased



e Enhanced Precision: Huge accuracy improvement in anomaly detection which reduces the
rate of false alarms and increases the confidence in the IoT security system

e Minimal Overfitting: The model demonstrated constant behavior during both training and
validation sets, thus having an effective generalization

e Scalability: It is adaptable to various IoT environments and can handle different anomaly
patterns by using the ensemble approach, in which it combines multiple models

Challenges

o Low Recall for Anomalies: The 6.00% recall value for anomaly detection hints that there
is still more room for improvement, in the form of sophisticated data preprocessing,
oversampling, or hybrid techniques.

o Imbalanced Dataset Limitations: The fact that the data was dominated by non-anomalous
events did not favor the model's ability to find rare anomalies

Potential for Real-Time Deplovment

The deep ensemble model offers a promising solution to achieve real-time anomaly detection for
IoT ecosystems by striking an appropriate balance between precision and recall while
maintaining high accuracy. Addressing the limitations by making use of techniques such as cost-
sensitive learning and ensemble diversity optimization can make the model more effective in
ensuring loT security and privacy.

6. CONCLUSION

This research was successful in developing and testing a deep ensemble learning method
designed for the detection and prevention of security threats in loT-based smart environments.
The proposed model, which combines architectures from CNN, RNN, and DNN, exhibited
encouraging performance, especially when correctly detecting non-anomalous events, with an
overall accuracy of 89%. However, it faces challenges in anomaly detection. Low recall and F1-
scores for anomalous events indicate that this is a challenging task due to the inherent difficulty
in dealing with imbalanced datasets when it comes to [oT security, where anomalous events are
infrequent but equally important. Despite these limitations, this research is very important for the
domain of IoT security because the authors have come up with a novel deep learning architecture
that leverages the strengths of multiple architectures to improve its detection capabilities.
Moreover, the study gives a more comprehensive analysis of the vulnerabilities in IoT security,
which adds value to understanding the broader challenges of securing smart environments. Real-
world datasets were utilized to evaluate the performance of the deep ensemble model and its
ability to be utilized in real-time threat detection applications. Nevertheless, research has also
pinpointed the areas for improvement in this model, primarily by improving its sensitivity toward
rare events and balancing between anomaly and non-anomaly detection. Future research



directions would include studying techniques such as oversampling and cost-sensitive learning to
make the model better at detecting anomalies, as well as further optimizations to enhance the
overall performance. Another area of potential exploration could be the ensemble learning
approach with advanced techniques like reinforcement learning to enhance the model's
capabilities in dealing with the changing challenges related to IoT security.
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